
Our Security Operations Centre is just one service within the broader Shearwater Group
MSSP, which enables organisations to continuously protect valuable information,
by proactively detecting and responding to malicious and non-malicious threats,
as well as enabling them to maintain or improve their resilience in an ever-changing
threat landscape. Our objective is to provide a best in class Security Operations Centre,
which leverages specialist tools and resources and drives trusted and long term 
relationships with our clients.

Flexible Delivery Model
Standard and customised 

SOC to accommodate 
clients of all sizes across 
all industry sectors and 
geographical locations.

Building Trusted Relationships
Supporting clients in building 

out their security roadmap 
and improving resilience.

Ongoing Threat 
Monitoring

24 x 7 x 365 operations. 
Monitoring of known and 
new threats. Behaviour 
based threat analysis 
via modern security 
analytics platform.

Vendor Agnostic
Provision of

best-in-class and 
business contextualized 

solutions.

Skilled Resources 
A range of diverse 
skill sets to ensure 

protection of 
client data and 

information assets.

Comprehensive Reporting
Understand current security 
posture via comprehensive 
dashboards and reporting.

Security Operations Centre as a Service
SOCaaS
For more information contact
Shearwater Group plc

t: +44 (0)20 7769 6739
e: soc@shearwatergroup.com 
www.shearwatergroup.com
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Service Highlights

SECURITY OPERATIONS CENTRE AS A SERVICE 

Fully Managed
365operations

Global Capability

Flexible
Hybrid deliver

Support Small
MediumLargeOrganisations

 Standard SOCCustomised SOC
Shared
Dedicated

Simple 5 Step Onboarding
Traditional

Next-generation tools

Specialist Resources

Comprehensive Dashboards
Reporting

Information Security

 Personal Information Management
Additional ServicesOngoing governance

 A fully managed SOC service with
24 x 7 x 365 security operations

Global capability with delivery centres 
in the UK, USA and India

Flexible and hybrid delivery model 
(i.e. onshore in the UK and offshore
in India)

Ability to support small, medium
and large multinational organisations

A default, ‘Standard SOC’ service
with Gold, Silver or Bronze offerings

A ‘Customised SOC’ service, available 
upon request, tailored to the needs of 
each client – i.e. utilisation of a specified 
toolset or a dedicated environment

Shared environment (multi-tenanted) 
vs. dedicated environment

Simple 5 step onboarding process

Utilisation of traditional and next-generation tools

Specialist resources with relevant qualifications 
and industry certifications who are engaged 
with cyber security communities such 
as OWASP, SANS and ONUG etc

Ongoing governance to address both 
tactical and strategic aspects of security

Comprehensive dashboards and reporting 
provide ongoing insights into the SOC 
operations and enable faster decision making

Information Security (ISO 27001) certified

Personal Information Management
(BS10012) certified

Additional services are available through 
the Shearwater Group MSSP



Service Descriptions

SECURITY OPERATIONS CENTRE AS A SERVICE 

Our SOC is comprised of multiple sub services, which are designed to monitor the security status of 
a client’s network, endpoints, servers, databases and cloud environment etc., supporting essential 
functions in order to detect potential security problems as well as to track the effectiveness of 
preventative security measures. 

To monitor and maintain the security of a client’s environment we leverage different security solutions, 
to secure against multiple threats and attack vectors.

Endpoint Detection and Response
Protecting endpoint devices from 
threats by gathering and analysing 
data, such as hacking attempts, 
or suspected data breaches.

SIEM Monitoring and Alerting 
Collecting and analysing information 
to detect suspicious behaviour, or 
unauthorised system changes, on 
a client’s in scope core devices and 
assigning to the relevant resolver 
group(s) to take action as needed.

Multifactor Authentication
MFA is deployed to ensure a user is 
only granted access to information 
after successfully presenting two 
or more pieces of evidence to an 
authentication mechanism, notably 
knowledge (something the user knows); 
possession (something the user has) 
and inherence (something the user is).

Vulnerability Scanning
and Reporting
Identifying, classifying, prioritising,
remediating and mitigating vulnerabilities
within a client’s in scope IT infrastructure
and applications.

User and Entity Behaviour
Analytics 
UEBA is deployed to detect suspicious
user behaviour, insider threats and targeted 
attacks within the client environment.
It reads patterns of user behaviour, baselines 
normal user behaviour and employs analytics 
to detect anomalies in behaviour patterns.

Remediation
Helping to resolve known, exploitable 
threats in systems. Access to client 
devices will be required.

Based on years of experience, we have designed our standard SOC to be a tiered offering
in order to meet the varied needs of our clients. 

The determination, by our clients, whether to choose Gold, Silver or Bronze will be driven by numerous 
factors such as number of users, in scope devices, events per second, user support
and required services.

BRONZE SILVER GOLD

Advanced level 
protection includes 
the monitoring of 
threats on endpoint 
devices, SIEM 
monitoring as well 
as User and Entity 
Behaviour 
Analytics (UEBA).

Intermediate level 
protection includes 
the monitoring of 
threats on endpoint 
devices as well as 
SIEM monitoring.

Basic level 
protection includes 
the monitoring of 
threats on endpoint 
devices.



SECURITY OPERATIONS CENTRE AS A SERVICE 

Risk Management
Data Protection
Ensuring an organisation complies with relevant 
data protection legislation, we provide a vDPO 
service covering multiple activities to ensure 
an effective data protection framework is 
maintained.

Information Security (including 
Cybersecurity)
Helping organisations to implement, or enhance, 
their information security framework and support 
their journey to ISO 27001 certification as well as 
other activities, under the banner of a vCISO.

IT, IoT and OT Security
Reviewing an organisation’s IT network security 
controls. Advisory, benchmarking and assurance 
support services for industrial control systems, 
critical infrastructure systems, SCADA systems 
and internet connected devices.

Due Diligence (as part of Mergers and 
Acquisitions as well as Divestitures)
Performing IT due diligence reviews, as part 
of the mergers and acquisitions or divestiture 
process. Engagements can be tailored to suit the 
needs of our clients.

Business Continuity and IT Disaster Recovery
Providing support to organisations to recover 
effectively from business, technology or service 
interruptions, using services delivered in line with 
ISO 22301 and ISO 22313. 

Crisis Management
Assisting organisations to prepare and respond 
to the strategic challenges created by crises.

Payment Card Industry
Accredited by the PCI Security Standards 
Council as a QSA, we ensure an organisation 
that processes card payments has the necessary 
controls in place to comply with the standard. 

Cyber Essentials
An IASME approved Certification Body for Cyber 
Essentials, we can help guide you through 
the certification process, providing advice on 
remediation as and where required.

Penetration Testing and Red Teaming
Penetration testing of infrastructure, web 
applications, mobile applications, cloud 
services, wireless networks, IoT devices, 
agile development and industrial control 
systems. Testing can also be provided to 
ensure PCI or ISO 27001 compliance or as 
part of Merger and Acquisition due diligence.
Red teaming engagements are goal-based 
and typically involve consultants attempting 
to gain access to a privilege level or set of 
resources which, if compromised, could 
be highly impactful to an organisation.

Cyber Surveillance Monitoring
Providing ‘Cyber Surveillance’ monitoring of 
clients’ key data points. Data points can be 
anything from external IP addresses, domains, 
users and email addresses to phone numbers 
and applications created or used by an 
organisation. Additionally, website code and 
company logos, or any uniquely identifiable 
information, which can be found online 
about an organisation, can be monitored. 

Digital Forensics and Incident Response
Working with industry leading providers of Digital 
Forensics and Incident Response to provide 
our clients with flexible, dynamic and integrated 
investigation and response solutions to assist 
in the event of a cyber-attack or major business 
disruption. Additionally, leveraging our PCI QSA 
expertise to support any cyber breach involving 
card data.

Additional Services
The Shearwater Group MSSP is comprised of multiple security related services, which help our
clients to either improve or maintain an appropriate level of organisational resilience.  


